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Summary Internal Controls Assurance 

Introduction 

1. This summary controls assurance report provides the Audit Committee with an update on the emerging Governance, Risk and Internal Control related issues and the progress of 

our work at the Police and Crime Commissioners for Norfolk and Suffolk and Chief Constables of Norfolk and Suffolk Constabularies as of the 17th November 2020. The period 

covered by this summary controls assurance report was impacted by the COVID 19 pandemic. 

Emerging Governance, Risk and Internal Control Related Issues 

2. COVID 19 is the most significant recent event to impact both strategically and operationally upon modern day Governance, Risk and Internal Control arrangements. There will be 

a number of phases in relation to the move through the pandemic and each phase has different implications for the Governance, Risk and Internal Control arrangements. Based 

upon the information gathered from our work at a number of clients, some of the potential strategic impacts for 2020/21 are summarised below. A key consideration is that there 

is unlikely to be a precise timeline when the organisation moves from one phase to the next and also there will be a consequential timelag as the organisation adapts new ways of 

operating. The diagrams in the table below signify the assessment of the current local and/or national picture, but also assesses how the organisation has adapted to new ways of 

working (the ‘new normal’) at least for the foreseeable future. 

Impact on COVID 19 on strategic focus during business interruption  

 

 



 

 

 

 

 
 

 

 
Police and Crime Commissioners for Norfolk and Suffolk and Chief Constables of Norfolk and Suffolk Constabularies 

Summary Internal Controls Assurance (SICA)- Suffolk 

 

 

Page 2 
 

3. There are a range of operational matters arising from the COVID 19 pandemic which impact upon the Governance, Risk and Internal Control arrangements and examples of such 

have been summarised in Appendix A. During the COVID 19 period it would be prudent for the Police and Crime Commissioners for Norfolk and Suffolk and Chief Constables of 

Norfolk and Suffolk Constabularies to compare the policies, procedures and internal control processes in effect during the pandemic against the policies, procedures and internal 

control processes in effect prior to the onset of the pandemic. The matters identified should be risk assessed so as to gain awareness about where the undetected vulnerabilities 

that may exist so that an informed decision can be made around acceptance of such risks. 

Internal Control Framework 

 Audits completed since the last SICA report to the Audit Committee 

4. The table below sets out details of audits finalised since the previous meeting of the Audit Committee. 

 Audits completed since previous SICA report 

  Key Dates 
Number of 

Recommendations 

Review Evaluation Draft issued Responses Received Final issued 1 2 3 OEM 

Covid-19 Controls Resilience Reasonable  July  September September  1   

Transformation and Business Case Reasonable September  September September   1 2 

Estate Strategy and Policy Reasonable September September September  1   

Vetting  Reasonable  September October October  1 2  

Payroll Substantial September October October   2 1 

Performance Management  Substantial October October October   1 1 

Strategic Control and Corporate 

Governance – Coronavirus Resilience 

Substantial November November  November - - - - 

Risk Management Advisory  N/A as advisory 

piece of work 

November November  November    1 

5. The Executive Summaries and the Management Action Plans for each of the finalised reviews are included at Appendix B.  

 Progress in actioning priority 1 & 2 recommendations 

6. We have made no Priority 1 recommendations (i.e. fundamental control issue on which action should be taken immediately) since the previous SICA. The table below summarises 

the extent to which confirmation has been received that management actions have been taken that the risk exposure identified has been effectively mitigated. A separate follow-

up report has been prepared.  



 

 

 

 

 
 

 

 
Police and Crime Commissioners for Norfolk and Suffolk and Chief Constables of Norfolk and Suffolk Constabularies 

Summary Internal Controls Assurance (SICA)- Suffolk 

 

 

Page 3 
 

Progress against the 2020/21 Annual Plan 

7. COVID 19:  In mid-March, when the potential scale and impact of COVID 19 was becoming evident it was agreed with the Police and Crime Commisioners for Norfolk and Suffolk 

and Chief Constables of Norfolk and Suffolk Constabularies  that the delivery of the internal audit service would be carried out partly remotely thereby minimising the need to 

physically access the Police and Crime Commissioners for Norfolk and Suffolk and Chief Constables of Norfolk and Suffolk Constabularies premises and to hold face to face meetings.  

8. Our progress against the Annual Plan for 2020/21 is set out in Appendix C. 

Changes to the Annual Plan 2020/21 

9. A Policing Education Qualification Framework internal audit has been requested to replace the Learning and Development internal audit. 

Frauds/Irregularities 

10. We have not been advised of any frauds or irregularities in the period since the last SICA report was issued. 

Other Matters 

11. We have issued a number of briefing notes and fraud digests, shown in Appendix D, since the previous SICA report.  

12. An Audit Committee Chairs Newsletter was issued which provided guidance on potential COVID 19 related matters for Audit Committees. 

13. We have reviewed recent guidance issued by the Internal Audit Standards Advisory Board (IASAB) in relation to internal auditing during the COVID-19 pandemic. The guidance 
aims to support heads of internal audit and individual internal auditors in continuing to meet their personal and professional responsibilities for conforming the UK Public Sector 
Internal Audit Standards (PSIAS). We can confirm continued conformance with the professional standards during this period.  

Responsibility/Disclaimer 

14. This report has been prepared solely for management's use and must not be recited or referred to in whole or in part to third parties without our prior written consent. The 

matters raised in this report not necessarily a comprehensive statement of all the weaknesses that exist or all the improvements that might be made. No responsibility to any third 

party is accepted as the report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may 

receive this report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report.  

----- 
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Appendix A 

Covid 19 – Governance, Risk and Control considerations during ‘lockdown’ phase 

Area Possible assurance from internal audit 

Governance: The speed of the need to respond to COVID 19 has significantly impacted on the strategic governance 

infrastructure: 

• Urgent decisions taken for urgent operational reasons which would normally have gone through Board review and 

approval 

• Extension and rollover of procurement contracts 

• Disruption to management information received by the Board 

• Operational necessity for management dispensation to scheme of delegation and financial regulations 

• Move to remote working for reactive operational expediency reasons, rather than as part of a pre-planned strategy 

Strategic Control and Corporate Governance – COVID-19 Resilience: 

A review of financial governance and decision making following the 

business interruption caused by Covid-19. 

Risk Management: The markers which differentiate COVID 19 pandemic from most business resilience/recovery plans are: 

• Speed of major disruption to business as usual did not permit normal level of preparation 

• International as well UK-wide, not local 

• Level of government intervention 

• Duration and severity 

• Move to medium term remote working arrangements by staff and suppliers 

• Consequential impact upon all the previous strategic risks 

Business as Usual Resumption Arrangements: Targeted post-event 

risk mitigation assessment to identify any unintentional gaps in the risk 

management framework 

Internal Control: COVID 19 has provided the perfect storm both in a positive as well as negative manner. The positive aspects 

are the expeditious embracing of digital business delivery. It is recognised that a number of government and/or regulatory 

guidance requirements were issued at short notice and many of these were without the normal consultation and similar. On 

a negative basis the following need to be recognised: 

• Suppliers and contractors being unable to deliver contracted services 

• Increased digitalisation introduced at very short notice increases information governance risks 

• Temporary compromise of effective segregation of duties due to staff absences and/or remote working etc 

• Fraudsters seeking to take advantage of COVID disruption 

• Deferment and/or reprioritisation of services 

• Sudden and significant change in demand patterns for services 

COVID-19 Controls Resilience: To review the control environment in 

relation to policy and process design or temporary re-design, taking 

into account the heightened risk of fraud and changes to ways of 

working. 

Accountability for Additional COVID-19 Funding: Revisiting the 

control framework for when emergency payments shift into longer 

term services – especially where large sums are invested. 
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Appendix B 
 

 

Executive Summaries and Management Action Plans 

The following Executive Summaries and Management Action Plans are included in this Appendix. Full copies of the reports are available to the Audit Committee on request. Where a review 

has a ‘Limited’ or ‘No’ Assurance assessment the full report has been presented to the Audit Committee and therefore is not included in this Appendix. 

 

Review Evaluation 

Covid-19 Controls Resilience Reasonable 

Transformation and Business Case Reasonable 

Estate Strategy and Policy Reasonable  

Vetting Reasonable 

Payroll Substantial 

Performance Management Substantial 

Strategic Control and Corporate Governance – Coronavirus Resilience Substantial 

Risk Management Advisory N/A as no opinion as advisory piece of work 
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Executive Summary – Covid 19 Controls Resilience 
 

OVERALL ASSESSMENT  KEY STRATEGIC FINDINGS 

 

 

 

Procurement has been challenging for the seven forces, sourcing of sufficient 
PPE has been the priority.  

 

Appropriate procurement exercises to be undertaken when procuring of 
goods and services from suppliers.  

 

Production of the sickness reports require manual intervention, staff had 
been working seven days a week to enable the sickness reports to be 
prepared.  

 

ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE  GOOD PRACTICE IDENTIFIED 

Whilst payments to suppliers were appropriately approved, and there was evidence to 
support new starters set up on the payroll. Appropriate procurement rules had not been 

followed.  

 

 

The Financial Regulations and Scheme of Delegation clearly set out the 
delegated limits and authorisations required for committing and approving 
expenditure. 

 

   

SCOPE  ACTION POINTS 

The review was a proactive data analytic review to identify payments made which may not 
have been made in accordance with Financial Regulations and/or provide Value For Money 
for the organisation.  

 

Urgent Important Routine Operational 

0 1 0 1 

 

 

  



   

 

   

Police and Crime Commissioners for Norfolk and Suffolk and Chief Constables of Norfolk and Suffolk Constabularies 
Strategic Control and Corporate Governance- Coronavirus Resilience  

Page 4 

 

Assurance - Key Findings and Management Action Plan (MAP) 
 

Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

1 Delivery Audit testing found that whilst there was 
evidence to support setting up the new 
suppliers on ERP there were four instances 
where the supplier had been set up on ERP 
after the invoice had been received.  

It is important that suppliers are set up before 
services are procured from them, and an 
accurate spend with supplier is recorded  on 
the new supplier form to ensure that 
appropriate procurement exercises are 
undertaken by the Supplies Team. 

The Supplies Team undertake checks on new 
suppliers, to help ensure that best value is 
obtained and the constabularies are able to 
demonstrate that they have taken all 
reasonable steps to ensure that they are only 
procuring goods and services from financially 
viable suppliers. 

The appropriate procurement process 
to be followed when procuring of 
goods and services.  

The Supplies Team to undertake the 
necessary checks before staff procure 
goods and services from suppliers.    

 

 

2 Due to the emergency nature of the 
Constabulary business on occasions it 
will be required to utilise a supplier and 
receive an invoice for the good/service 
before a purchase order can be raised   
A reminder will be published to remind 
all staff that requisitions should be 
made via ERP unless it is deemed an 
emergency purchase.   

31/12/20 Head of 
Transactional 
Services 
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Executive Summary – Transformation and Business Case 
 

OVERALL ASSESSMENT  KEY STRATEGIC FINDINGS 

 

 

 

Covid-19 has caused a number of projects to be placed on hold to enable 
assessment of their ongoing viability due to resource and financial pressures. 

 

A standard has not been set for post project evaluation and the evaluation 
is not undertaken by project managers’ independent to the project.   

 

Highlight monitoring reports are not being submitted timely to the 
Programme Management Office for all projects undertaken.  

 

ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE  GOOD PRACTICE IDENTIFIED 

Whilst there is a formalised process to scrutinise and assess business cases, there is not a 
standard process to be followed for post project evaluation.  Monitoring arrangements are 
in place for projects, but highlight reports are not being submitted timely for all projects to 
the Programme Management Office. 

 

 

There is a standard assessment criteria that is used to assess business cases 
which helps prioritise business cases and enables business cases to be 
assessed consistently. 

 

   

SCOPE  ACTION POINTS 

The objective of the audit was to review the systems and controls in place for 
transformation. The audit focused on business cases. 

 

Urgent Important Routine Operational 

0 1 0 2 
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Assurance - Key Findings and Management Action Plan (MAP) 
 

Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

1 Delivery Of the ten projects that were selected to test 

it was found that there were two projects 

where the most recent highlight report had 

not been produced.  

The Programme Management Office had 

chased for the highlight report. 

Highlight reports be produced at the 

required intervals for each project and 

submitted to the Programme 

Management Office for their review.  

2 A template review is about to be 

undertaken in line with a move to 

Project Server technology to assist with 

monitoring project updates. This will 

assist PMO and Portfolio leads to 

establish the current state of project 

updates. 

In the interim a reminder will be sent to 

all relevant staff regarding due dates. 

01/01/21 Vicky Curtis 

Head of PMO  
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Executive Summary – Estate Strategy and Policy 
 

OVERALL ASSESSMENT  KEY STRATEGIC FINDINGS 

 

 

 

The Norfolk and Suffolk estate strategies are passed their review date. The 
Joint Head of Estates is currently updating these. The updated estate 
strategies will be presented to the Police and Crime Commissioners for their 
approval.  

 

Review of the home working risk assessment template is required as this has 
not been reviewed since December 2017, and needs to be reviewed to reflect 
the requirement of more staff working from home.  

 

ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE  GOOD PRACTICE IDENTIFIED 

The Joint Head of Estates is currently developing new estate strategies for Suffolk and 
Norfolk. Estate strategies are typically developed in conjunction with the Police and Crime 

Commissioner (PCC) plans. Covid-19 has resulted in the election of PCCs being delayed 
until May 2021. The new estate strategies will be presented to the Norfolk PCC and the 

Suffolk PCC for their approval, these will cover the need for there to be extra officers and 
will reflect Covid-19 estates requirements.    

 

 

Covid-19 risk assessments have been undertaken, and additional work 
spaces have been identified to facilitate social distancing across the estate. 

 

   

SCOPE  ACTION POINTS 

The objective of the audit was to review the systems and controls in place for ensuring 
appropriate estates strategy, estates policy and the readiness of the estates team to adapt 
to the current changing working requirements as a result of Covid-19.  

 

Urgent Important Routine Operational 

0 1 0 0 
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Assurance - Key Findings and Management Action Plan (MAP) 
 

Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

1 Directed When employees are working from home 

the employer still has a legal obligation to 

ensure the safety of their employees. 

There is a home workers risk assessment 

in place, this has not been revised since 

2017.  

Staff are having to work from home with 

their children at home.  The home workers 

risk assessment needs to be reviewed so 

that it is fit for purpose.  There is a need 

for the home workers risk assessment to 

cover equipment including headphones.  

A review of the home workers risk 

assessment be undertaken to ensure 

that it is fit for purpose and covers all 

necessary equipment to enable staff to 

work from home for the foreseeable 

future.  

2 In light of the COVID-19 creating extra 

home working demands the current 

home workers risk assessment will be 

reviewed by the Head of Estates 

together with the Health and Safety 

Manager and updated as required. 

30/09/20 Duncan Potter 

Head of 

Estates 
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Executive Summary - Vetting 
 

OVERALL ASSESSMENT  KEY STRATEGIC FINDINGS 

 

 

 

Management Vetting (MV) clearances are not being reviewed on an annual 
basis. 

 

There are around 300 individuals who are no longer employed by the Forces, 
but whose vetting records cannot be deleted because their leaving date is 
unknown. 

 

Outcomes of sample checks of vetting assistant's work are not consistently 
reviewed to identify recurring issues or training needs. 

 

ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE  GOOD PRACTICE IDENTIFIED 

Police officers and staff are subject to an appropriate level of vetting prior to commencing 
employment.  The previous backlog of vetting cases outstanding has been reduced.  

 

 

The Constabularies apply the Vetting Code of Practice and Authorised 
Professional Practice (APP) published by the College of Policing.  

 

Regular performance data is produced to monitor the weekly caseload, 
applications completed, outstanding renewals and rejections and appeals. 

 

   

SCOPE  ACTION POINTS 

The review focused on the systems and processes for vetting new and existing staff, officers 
and contractors. 

 

Urgent Important Routine Operational 

0 1 2 0 
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Assurance - Key Findings and Management Action Plan (MAP) 
 

Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

1 Directed The Vetting APP requires that Management 

Vetting (MV) clearances be reviewed on an 

annual basis. This has not been carried out 

recently due to the backlogs of other work 

taking priority. 

MV clearances be reviewed on an 

annual basis, in accordance with the 

requirements of the APP. 

2 The draft APP July 2020 has now been 
circulated to all forces in anticipation of 
implementation December 
2020/January 2021. The new APP 
states: “ 
8.48.3 In addition to making disclosures 
after vetting clearance has been 
granted, individuals holding MV 
clearance should be subjected to review 
at least twice during the validity of the 
clearance. Any MV conducted in 
conjunction with SC or DV clearance 
must be subject of annual review 
alongside the review of the SC or DV i.e. 
it is not necessary to complete two 
reviews per year for MV/SC or MV/DV 
clearances. Forces should have a 
programme in place to ensure that all 
applicable posts are subjected to 
review during the lifetime of the 
clearance. NPPV3 should also be 
reviewed at least twice during the 
validity of the clearance.” 
There are currently 950 staff and 
officers who hold DV or SC clearance 
and 2147 who hold MV clearance. The 
vetting unit will begin reviews on those 
who hold DV and SC clearance. The 
remaining MV clearances will be 
reviewed and appropriate review dates 
set in future. 

Implementation of DV 

and SC reviews to 

begin by 01/01/2021 

Review of MV 

clearances and 

implementation of 

review dates to be 

completed between 

01/02/2021 and 

28/02/2021. 

Implementation of 

reviews to begin 

01/04/2021 

Lorraine 

Marshall 
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Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

2 Directed A monthly sample of each Vetting Assistant's 

work is reviewed by a manager to ensure 

accuracy and completeness of their work. The 

records of these sample checks show that 

issues identified are referred back to the 

Vetting Assistant for correction.  

However, it was noted that the error rate is 

consistently high and there may be areas 

where reminders or further training are 

required. 

Outcomes of monthly sample checks 

be monitored to identify any persistent 

issues and potential training needs. 

3 The 7 Force Collaboration is currently 

implementing a new version of Core-

Vet. Timetable for implementation is 

January/February 2021. Once 

established the Manager will be better 

placed to run audit checks on Vetting 

Assistants work.  

Currently sample checks are 

undertaken on a monthly basis 

however due to the nature of the work 

this is time consuming and labour 

intensive resulting in small samples. 

Monthly sampling is already in 

existence. 

Improvements to the process are 

anticipated following implementation 

of the upgrade to Core-Vet, with the 

monitoring of outcomes. 

01/04/2021 Lorraine 

Marshall/Alici

a Blakey 
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Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

3 Directed There are currently around 300 officers and 

staff whose vetting clearance has expired, but 

who have left the Force and hence does not 

require renewal.  

However, the Vetting Unit are not certain of 

the leaving date of these employees and 

hence cannot set the destruction date for 

these records. The policy is for records to be 

destroyed six years after the employee's 

leaving date; therefore if any of these 

employees left more than six years ago then 

their data should have already been deleted. 

This is a historical issue and should not 

increase in future as the Vetting unit receives 

regular reports from HR of starters and 

leavers. 

Confirmation of the leaving date of 

employees who have left the 

Constabularies be obtained, so that an 

appropriate destruction date can be 

set for their records. 

3 This is an HR function which to date can 

only confirm that the employees are no 

longer employed and has no way of 

reporting leaving dates.  

A report will be submitted to the DCC 

before 31/12/20 recommending that 

those listed are retained for 1 year from 

01/01/2021. Providing this is 

acceptable, if there is no further activity 

on the records they will be terminated 

and destroyed on the 31/12/2021. 

31/12/2021 Lorraine 

Marshall/ 

Alicia Blakey 
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Executive Summary – Payroll 
 

OVERALL ASSESSMENT  KEY STRATEGIC FINDINGS 

 

 

 

A standard to be agreed for submitting and claiming overtime. Audit testing 

found instances where it had taken a year for overtime to be claimed by 

officers. 

 

A standard to be agreed for submitting expenses to help ensure that these 

are submitted timely. 
 

ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE  GOOD PRACTICE IDENTIFIED 

There has not been any dilution of compliance within the payroll function, the monthly 
payrolls have been run as usual with salary payments being made accordingly to employees.  

 

 

The payroll team have reviewed working practices, and this has enabled the 

payroll team to go paperless. 
 

   

SCOPE  ACTION POINTS 

The review focused on providing assurance around the payroll system, including data input 
for starters, leavers, changes, overtime, expenses and ERP reporting.  

 

Urgent Important Routine Operational 

- - 2 1 

 

 

  



   

 

   

Police and Crime Commissioners for Norfolk and Suffolk and Chief Constables of Norfolk and Suffolk Constabularies 
Strategic Control and Corporate Governance- Coronavirus Resilience  

Page 14 

 

Assurance - Key Findings and Management Action Plan (MAP) 
 

Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

1 Directed Overtime is not being claimed promptly by all 

officers after it has been worked. From review 

of the overtime paid in April, May and June it 

was found that there was overtime claims 

that related to overtime in 2019.  

• In April there were 13 overtime claims 

paid that related to 2019 overtime.  

• In May there were 25 overtime claims 

paid that related to 2019 overtime and;  

• In June there were four overtime claims 

paid that related to 2019 overtime.  

Overtime should be claimed promptly, as is 

there is a risk that authorisers are authorising 

overtime that was not worked, as it is hard to 

remember what overtime was worked. In 

addition it is not appropriate for overtime to 

be saved up by and claimed when individuals 

want it as the constabulary is not a bank. 

A standard to be agreed for submitting 

overtime claims to help ensure that 

these are submitted timely. 

3 Agreed, a standard to be agreed for 

submitting of overtime claims in 

Norfolk. There is already a three month 

time limit in place for Suffolk officers, 

and approval has to be obtained for 

overtime which is submitted outside of 

this period. 

31/03/21 Head of 

Transactional 

Services 
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Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

2 Directed A sample of 33 subsistence claims were 

selected to test following data analysis, for 

the 33 claims selected to test it was found 

that there was a claim to support the 

payment made.  

For the claims reviewed it was found that 

there were instances where it had taken a 

long while for the expenses claims to be 

submitted, with some claims having taken six 

months to be claimed. 

A standard to be agreed for submitting 

expenses to help ensure that expense 

are submitted timely. 

3 Agreed, a standard will be agreed and 

set for Norfolk employees for 

submitting of expenses. 

31/03/21 Head of 

Transactional 

Services 
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Executive Summary – Performance Management 
 

OVERALL ASSESSMENT  KEY STRATEGIC FINDINGS 

 

 

 
Crimes are not always being recorded promptly.   

 

The performance framework is ever evolving, a fourth version of the 
performance framework is currently being developed. The performance 
framework will be aligned with uplift measures and home office 
requirements.   

It would be beneficial if qualitative data could be included in the 
performance framework as this would provide context for the quantitative 
data. 

 

ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE  GOOD PRACTICE IDENTIFIED 

There has not been any dilution of compliance within the performance department due to 
Covid-19 pandemic.  

 

 

In addition to maintaining the standard performance function during the 
Covid-19 pandemic, a dedicated reporting mechanism throughout the 
entirety of the Covid-19 pandemic was also provided. A Covid-19 analytical 
hub was created, this provided performance updates for the daily Gold 
Command meetings and performance updates for the Silver Command bi-
weekly meetings. 

 

   

SCOPE  ACTION POINTS 

The audit consisted of an overview of the performance framework, and involved selecting 
service areas for sampling to review the quality of information being produced.  

 

Urgent Important Routine Operational 

- - 1 1 
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Assurance - Key Findings and Management Action Plan (MAP) 
 

Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

1 Directed It has been acknowledged that the 

constabularies are not always recording 

crimes promptly. To help ensure that crimes 

are recorded promptly, SBOS have developed 

a report which reports on how long it takes 

for crimes to be recorded. Separate reports 

are produced for Suffolk and Norfolk.  

It was confirmed that the reports are now 

being produced and were being presented to 

the Crime Data Integrity meetings.  

As of the 31st of May, Suffolk were recording 

70% of crimes within 24 hours and Norfolk 

were recording 74% of crimes within 24 

hours.  

The constabularies need to record crime 

earlier, as prompt recording of crime 

increases the likelihood of a positive outcome 

for the crime investigated. 

Monitoring the prompt recording of 

crimes, to continue to ensure that 

crimes are recorded as early as 

possible.  

3 Agreed. In addition to the reports 

referenced here, timeliness of crime 

recording forms part of our internal 

NCRS and HOCR audit regimes 

alongside the accuracy of recording 

and other CDI related factors. The more 

recent reports that assess timelines 

against positive outcomes will feed bi-

annually into the CDI monitoring 

regime to compliment bi-annual NCRS 

audits conducted by the force crime 

registry team. 

Ongoing Head of 

Operational 

Services 

(SBOS) 
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Executive Summary – Strategic Control and Corporate Governance – Coronavirus Resilience 
 

OVERALL ASSESSMENT  KEY STRATEGIC FINDINGS 

 

 

 

Gold and Silver command meetings have been established to co-ordinate the 
constabularies' Covid-19 response.  

 

Working practices have been reviewed to help ensure Covid-19 secure 
working arrangements are in existence.  

 

A covid-19 analytical hub was established to support the initial covid-19 
response to help ensure that the necessary information was provided.  

 
A Gold Command covid-19 risk register in place.  

 

ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE  GOOD PRACTICE IDENTIFIED 

Effective processes and controls are in place to manage the constabularies’ response to 
Covid-19, which supports the constabularies’ ability to fulfil its statutory requirements.  The 
constabularies have been over to recover the costs of PPE. The impact of Covid-19 has not 
resulted in significant additional costs for the constabularies, and the constabularies have 
managed to secure in year non pay savings and are currently reporting a forecast 
underspend for both Forces.  

 

 

A peer review has been commissioned to review the constabularies’ 
response to Covid-19 to establish if there were any gaps that needed to be 
addressed.  

 

Responsibility for monitoring PPE stocks has been assigned to the Stores 
Team, and this has helped to ensure sufficient PPE stock levels.  

 

   

SCOPE  ACTION POINTS 

The audit assessed the governance arrangements in place for the forces’ response to Covid-
19. Assessment will be made of the design of the systems in place and targeted testing will 
be undertaken, reviewing the systems to establish if there is resilience across the forces’ to 
manage the ongoing response.  

 

Urgent Important Routine Operational 

0 0 0 0 
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Executive Summary – Risk Management Advisory 
 

OVERALL ASSESSMENT  KEY STRATEGIC FINDINGS 

 

 

 

New strategic risk register templates have been developed for Norfolk 
constabulary and Suffolk constabulary, these have been favourably received 
by both constabularies.  

 

Good progress is being made to implement recommendations raised in the 
previous audit.  

 

The constabularies’ Risk Manager has joined a number of forums, but should 
look to network with seven force members risk management colleagues.  

 

Work is ongoing by the constabularies' Risk Manager to go through the 
operational risk registers to ensure that the risks recorded on the operational 
risk registers are actual risks and not issues. 

 

ASSURANCE OVER KEY STRATEGIC RISK / OBJECTIVE  GOOD PRACTICE IDENTIFIED 

Appropriate risk management system needs to be in place to help ensure risks are 
managed accordingly.  

 

 

 

The constabularies Risk Manager has developed a Covid-19 risk register 
which is being used by Gold Command to help manage their Covid-19 
response.  

 

There is a designated issues log in place. This helps with identifying of 
emerging risks.  

 

   

SCOPE  ACTION POINTS 

As agreed with management the, the audit included a review of risk management processes 
within Norfolk and Suffolk Constabularies. This report provides an update on risk 
management for the first six months of the 2020/21 year. A further update will be provided 
later in the year covering the third and fourth quarters of the 2020/21 year. 

 

Urgent Important Routine Operational 

0 0 0 1 
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Appendix C 
 

Progress against Annual Plan 

 

System 
Planned 
Quarter 

Current Status Comments 

Covid-19 Controls 1 Final report issued  

Transformation and Business Case 2 Final report issued  

Estates Strategy and Policy 2 Final report issued  

Vetting 2 Final report issued  

Payroll 2 Final report issued  

Performance Management 2 Final report issued  

Strategic Control and Corporate Governance – 
Coronavirus Resilience 

2 Final report issued  

Risk Management Advisory 2 
Progress report issued 

 
 

PEQF  3 Draft report issued  

Data Quality 2 Fieldwork commenced 
Audit was delayed to quarter 3 at the request of client to 
due to staff absence and concerns in relation to social 
distancing 

Recovered Property  2 Fieldwork commenced 

Audit was delayed to quarter 3 at the request of client to 
due to concerns in relation to social distancing. Audit 
involves visiting property stores Landmark House and 
Europa Way 

Procurement Compliance with Contracting 
Standing Orders within departments 

3 Fieldwork commenced  

HR Strategy, Workforce, People – Use of 
Resources 

2 Audit scheduled  
Audit has been delayed to later in the year at the request 
of client. HR have requested that the PEQF audit to be 
the first audit undertaken.  

Risk Maturity Assessment 3 Audit scheduled  

Constabularies Commissioning 3 Audit scheduled  
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System 
Planned 
Quarter 

Current Status Comments 

MOPI 3 Audit scheduled 
The audit has been delayed to quarter three due to 
Covid-19, this was planned to be a quarter two audit. 

Succession Planning 3 Being scheduled 
The audit has been delayed to quarter three due to 
Covid-19, this was planned to be a quarter two audit. 

OBB 3 Audit scheduled  

Shared Services Transaction Centre 3 Audit scheduled  

Corporate Health and Safety 3 Audit scheduled  

Key Financials 4 Audit scheduled  

Use of Vehicles and Telematics 4 Audit scheduled 
The audit has been delayed until quarter four to 
undertake, so that potential implications in relation to 
Covid-19 on fleet can be considered. 

Recruitment 4 Audit scheduled  

OPCC – Commissioning 4 Audit scheduled  

Collaborations 4 Audit to be scheduled 
Covid-19 implications will be considered when scoping 
the audit.  

IT – Cyber Security 3 Audit being scheduled 
Covid-19 implications have caused delays in 
commencing audit 

IT – Digital World 3 Audit scheduled  

IT – ERP Governance  3 Audit scheduled  

IT – Device Management Data Storage 3 Audit being scheduled   

KEY: 

 

 To be commenced   Site work commenced   Draft report issued   Final report issued 
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Appendix D 

Briefings on developments in Governance, Risk and Control 

TIAA produces regular briefing notes to summarise new developments in Governance, Risk and Control which may have an impact on our clients.  These are shared with clients and made available through 

our Online Client Portal. A summary list of those CBNs issued in the last three months which may be of relevance to the Police and Crime Commissioners for Norfolk and Suffolk and Chief Constables of 

Norfolk and Suffolk Constabularies is given below. Copies of any CBNs are available on request from your local TIAA team. 

Summary of recent Client Briefing Notes (CBNs) 

CBN Ref Subject Status TIAA Comments 

CBN - 20004 
Tips for Virtual Meetings and Video 
Conferencing during the COVID-19 Pandemic 

 

No Action Required 

This briefing note has been provided for information only.  

CBN - 20006 Cyber Threats using the COVID-19 Pandemic 

 Action Required 
Audit Committees and Boards/Governing Bodies are advised to seek assurance from digital 
/ IT teams that a comprehensive programme of protection measures are in place to protect 
technology, and to raise user awareness. 

 

CBN – 20009 
Guide for Audit Committees on Financial 

Reporting and Management during Covid-19   

 

Action Required Not Urgent 

Audit Committees are advised to consider the guidance in the context of current and 

shorter-term financial reporting. They may also wish to review the assurance they require 

on how Covid-19 has impacted on the control environment, financial regularity and the 

potential for fraud. 

CBN – 20021 
Risk of Redacted Information being 

Unredacted 

 

Action Required 

Organisations should ensure they have provided clear instructions to staff on how to safely 

and securely redact information, such that the redaction cannot subsequently be removed. 

Consideration should be given to obtaining an accredited third-party redaction tool for 

Microsoft Word and Excel. 
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CBN Ref Subject Status TIAA Comments 

CBN – 20023 
Need for a Social Media and Electronic 

Communications Policy 

 

Action Required Not Urgent 

Audit Committees and Boards are advised to review their policies, including those relating 

to GDPR,  communications, marketing, disciplinary, code of conduct, and to ensure that 

they are in line with the recommendations contained within the articles. Consideration 

should also be given to having a separate Social Media and Electronic Communication 

Policy. 

CBN -20025 Risks Associated with Cloud Computing 

 

Action Required 

Audit Committees and Boards/Governing Bodies are advised to seek assurance from their 

Data Protection Officer and IT on the status of where data is stored and what risk mitigation 

measures have been employed. Where no due diligence has been performed prior to cloud 

service use, retrospective assurance should be sought. 

CBN -20029 
Data Protection Guidance for Collecting 

Customer Information 

 

Urgent Action Required 

Organisations should ensure they have appropriate policies and procedures in place to 

meet their obligations for contact tracing and the protection of customer and visitor 

details. 

 

Summary of recent Fraud Alerts 

Ref Subject Status TIAA Comments 

 0000 False Invoice Fraud – Increased Exposure 

 Action Required  

This alert provides information and advice to staff about fraud and economic crime that 
may occur during the COVID-19 emergency, and the risks associated with it. If you or your 
organisation has fallen victim to fraud you should report it to your Local Counter Fraud 
Specialist.  

0000 Mandate Fraud – Increased Exposure 

 Action Required  

This alert provides information and advice to staff about fraud and economic crime that 
may occur during the COVID-19 emergency, and the risks associated with it. If you or your 
organisation has fallen victim to fraud you should report it to your Local Counter Fraud 
Specialist.  
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Ref Subject Status TIAA Comments 

0000 Payroll Mandate Fraud – Increased Exposure 

 Action Required  

This alert provides information and advice to staff about fraud and economic crime that 
may occur during the COVID-19 emergency, and the risks associated with it. If you or your 
organisation has fallen victim to fraud you should report it to your Local Counter Fraud 
Specialist.  

0000 COVID-19 Related Scams 

 

Action Required  

This alert provides information and advice to staff about fraud and economic crime that 
may occur during the COVID-19 emergency, and the risks associated with it. If you have 
been scammed, report it to Action Fraud: www.actionfraud.police.uk or 0300 123 2040. 
Also, contact your bank if you have lost money. Action Fraud also provide advice on how 
to shop safely online: https://www.actionfraud. police.uk/shoponlinesafely The NCSC 
provide advice on how to protect your devices from the latest threats: 
https://www.ncsc.gov.uk/ guidance/securing-your-devices 

 


