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SUMMARY:   
 
1. Briefing overview of the Data Protection Reform work taking place for Norfolk and 

Suffolk Constabularies  
 
 

 

 
RECOMMENDATION:     
 
1. It is recommended that the Accountability and Performance Panel considers the 
 detail of the submission. 
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KEY ISSUES FOR CONSIDERATION 
 

1. OVERVIEW 
 

1.1 The General Data Protection Regulation (GDPR) and European Union (EU) Data 
Protection Directive are likely to be one of the most important changes in data privacy 
in decades.  The changes will impact on policing and determine how it engages with 
individuals and how it handles their information.  The drivers for change arose mainly 
to modernise the existing law to take into account the vast changes and 
developments in technology and harmonise the laws across the EU.  
 
 

1.2 The GDPR is a new, Europe-wide law that will apply in the UK on 25 May 2018 which 
will strengthen the rights of individuals and which sets out the requirements for 
organisations to handle personal data for General Processing i.e. Admin, HR, 
Finance data (non-law enforcement data processing).  GDPR is part of the wider 
package of reform to the data protection landscape that will also include a new Data 
Protection Act 2018 which will transpose the EU Data Protection Directive into UK 
law and other parts of the GDPR.  The Act seeks to empower individuals to take 
control of their personal data and supports organisations with their lawful processing 
of data.  

 
1.3 The Act is divided into 7 Parts and is due to receive Royal Assent 25 May 2018: 

 

 Part 1 contains preliminary matters; 

 Part 2 relates to the GDPR and provisions extending the GDPR standards to 
areas outside of EU competence known as ‘applied GDPR’ (This Part  
supplements and must be read alongside the GDPR); 

 Part 3 relates to Law Enforcement Processing; 

 Part 4 provides for data processing by Intelligence Services; 

 Parts 5 details the functions of the Regulator (Information Commissioner); 

 Part 6 details the Enforcement regime, and  

 Part 7 relates to additional provisions. 
 
1.4 It is a complex legal landscape and will challenge even the most experienced 

practitioners.  However, as both Constabularies have worked hard to reach a good 
baseline standard of Data Protection over the past few years, which received a 
‘Good’ assurance rating from the Information Commissioners Office, the starting 
position to implement the changes required by the new legislation is positive.   
 

1.5 To address the statutory compliance requirements, a Data Protection Working group 
was set up in April 2017 which has since been superseded by the Data Protection 
Reform Implementation Team who commenced delivery of an Implementation Plan in 
23 April 2018, working under the direction of the Head of Information Management - 
Implementation Lead and Superintendent - ESMCP Programme Director & DP 
Reform.  The work of the team is overseen by the Information Management Steering 
Group, which is chaired by the Deputy Chief Constables.  
 

1.6 There is a considerable amount of work to deliver to ensure both Constabularies are 
compliant with the GDPR and Data Protection Act and it is anticipated by many 
organisations including police forces that total compliance on the 25 May 2018 will 
not be feasible, particularly given the Data Protection Bill is not likely to be enacted 
until 25 May 2018. 
 

1.7 The National Police Chiefs Council (NPCC) Data Protection Reform Working Group 
provides support to forces through its work with the Information Commissioner and 
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Home Office legislators, to help maintain a consistent and common approach across 
forces in meeting the challenges of the GDPR and Data Protection Act 2018.   
 

1.8 Local work already underway includes: 
 

 Norfolk/Suffolk Constabularies Data Protection Reform Implementation Plan – 
This consolidates the activities suggested by the College of Policing 
Authorised Professional Practice, National Data Protection Working Group, 
Information Commissioner and Home Office into an overall Implementation 
Plan for Norfolk/Suffolk Constabularies. The plan includes a vast number of 
activities under each of the following key areas:  
 

 Accountability & governance;  

 Audit & monitoring; 

 Awareness & Communications; 

 Biometric (data processing); 

 Child (data processing); 

 Consent management; 

 Contractual arrangements; 

 Data Protection Officer (Mandatory role); 

 Data Breaches; 

 Data Portability; 

 Data Quality; 

 Data Sharing Arrangements; 

 Data Processing Arrangements; 

 Disclosure; 

 Data Protection Impact Assessments (Privacy by Design); 

 Individual Rights (Including Subject Access); 

 Information Asset Register; 

 Information Security; 

 International Transfers; 

 Lawful basis for data processing; 

 Policy & Internal Procedures; 

 Privacy/Fair Processing Notices; 

 Records Management; 

 Registration; 

 Training. 
 

 Communications Plan – Publications have been rolling out to the 
Constabularies since May 2017 including Frequently Asked Questions, Key 
Messages, 1998 v 2018 Comparisons with the legislation, Intranet articles, 
and Guidance documents.  A further series of departmental presentations, 
checklists and briefings are imminent. 
 

 Information Management staff training – Key staff within the Information 
Management staff have attended training sessions hosted by the National 
Police Chiefs Council (NPCC) and other training providers. Further NPCC 
training is scheduled for June 2018 and beyond. 

 

 Information Handling NCALT Training package – This is being developed by 
the College of Policing and will be available to forces from 25 May 2018.   

 
2. FINANCIAL IMPLICATIONS 
 
2.1 There are likely to be financial implications associated with the compliance 

requirements, however no budget has been established.  Much of the work is being 
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delivered by staff within the Information Management Department in consultation with 
Information Asset Owners and Business Leads.  
 

2.2. There are likely to be associated costs with a departmental review which will be 
necessary to support the Data Protection Officer to deliver the mandatory 
requirements of the role in a timely manner and which does not result in any conflict 
of interest.  

 
3. OTHER IMPLICATIONS AND RISKS 

3.1      Non-compliance with the GDPR and the new Data Protection Act 2018 could result in 
financial penalties, legal action and reputational risk. This has been highlighted on 
the Force Risk Register.   

3.2.  On the 25 May 2018 the Information Commissioner will be expected to regulate 
compliance with the GDPR and Data Protection Act 2018.  They will have a £10 
million increase in budget for 2018/2019 and are increasing their staffing levels, 
including senior roles and enforcement officers to ensure they are suitability 
equipped.   However, the Information Commissioner has advised in her opening 
speech at the April 2018 Annual Data Protection Conference, that enforcement action 
would be a last resort and intends to continue with a proportionate and pragmatic 
approach towards data controllers.  However, where Data Controllers persistently 
flout the law they can expect to receive a hefty fine up to a maximum of £17 million. 

3.3.  The Information Commissioner announced that 25 May 2018 will be the beginning of 
a ‘long haul journey’ and has been invited to speak to Chief Constables at the July 
2018 Chief Constable Council.  
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ORIGINATOR CHECKLIST (MUST BE COMPLETED) 

 
PLEASE STATE 
‘YES’ OR ‘NO’ 
 

 
Has legal advice been sought on this submission? 
 

 
No 

 
Has the PCC’s Chief Finance Officer been consulted? 
 

 
No 

 
Have equality, diversity and human rights implications been considered 
including equality analysis, as appropriate? 
 

 
No 

 
Have human resource implications been considered? 
 

 
No 

 
Is the recommendation consistent with the objectives in the Police and 
Crime Plan? 
 

 
No 

 
Has consultation been undertaken with people or agencies likely to be 
affected by the recommendation? 
 

 
No 

 
Has communications advice been sought on areas of likely media 
interest and how they might be managed? 
 

 
N/A 
 

 
Have all relevant ethical factors been taken into consideration in 
developing this submission? 
 

N/A 
 

 


